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1. 


Introduction 


The  Applied  Anomaly  Detection  Tool  (AADT)  is  a  software  application  that  allows 
trainers  to  create  and  administer  courses  to  teach  trainees  identification  through 
visual  cues  of  anomalies  through  imagery.1  Two  versions  of  the  software  have  been 
developed  by  the  US  Army  Research  Laboratory  (ARL)  that  deal  with  2  different 
subjects:  improvised  explosive  device  signature  (IEDS)  identification  and 
unmanned  aircraft  system  (UAS)  identification.  The  application  allows  the  trainer 
to  use  an  ARL-developed  course  that  can  be  modified  to  fit  individual  requirements 
or  create  a  brand  new  course,  if  desired. 

The  core  of  the  IEDS  training  takes  place  by  showing  images  where  improvised 
explosive  devices  (IEDs)  may  or  may  not  be  present  and  allowing  trainees  to  click 
on  various  visual  cues  or  features  to  see  if  they  indicate  the  presence  of  IEDs.  The 
trainer,  in  creating  the  course,  has  marked  these  images  with  polygons  around  the 
visual  cues  that  should  be  looked  for  and  provided  feedback  about  these  cues  as 
instruction. 

The  UAS  training  is  a  more  straightforward  slide  presentation  showing  images  and 
videos  of  UASs  along  with  instructional  information  about  identifying  them  as 
groups  and  individually. 

The  software  has  been  developed  for  several  different  platforms:  Android  tablets 
and  phones,  Apple  tables  and  phones,  and  computers  and  tablets  running  Microsoft 
Windows.  In  Microsoft  Windows,  the  AADT  application  takes  the  form  of  a  web 
application  running  on  a  web  server  that  is  accessed  by  a  web  browser.  This  form 
is  the  most  flexible,  because  it  can  be  accessed  by  any  networked  device  running 
any  operating  system  that  supports  Internet  connections  and  a  web  browser  that  can 
display  Hypertext  Markup  Language  (HTML).  On  a  standalone  Windows  system, 
a  web  browser  can  be  pointed  to  the  local  web  server  on  that  same  computer  system 
and  still  use  the  software  as  a  web  application. 

The  instructions  contained  in  this  report  apply  to  setting  up  the  web  server 
application  on  a  Microsoft  Windows  computer.  It  has  been  tested  on  a  server 
running  Windows  Server  2012,  a  laptop  running  Windows  8  Pro,  and  Microsoft 
Surface  Pro  tablets  running  Windows  10  Pro.  It  is  expected  that  these  instructions 
will  only  deviate  slightly,  if  at  all,  if  applied  to  other  hardware  as  long  as  Microsoft 
Windows  8  or  later,  or  Windows  Server  2012  or  later,  is  used. 

With  these  steps,  one  sets  up  a  database  in  Microsoft  Structured  Query  Language 
(SQL)  Express,  sets  up  the  Internet  Information  Service  (IIS),  and  copies  over  the 
web  server  files  to  the  proper  location.  The  instructions  include  steps  to  copy  over 
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all  the  installation  files  to  a  recovery  folder.  Should  the  need  arise  to  reinstall  the 
application,  an  Internet  connection  will  not  be  as  necessary,  since  it  can  be  carried 
out  with  the  contents  of  this  recovery  folder. 

2.  Requirements 

These  instructions  assume  a  working  knowledge  of  Microsoft  Windows  and  control 
panel  applets,  administrator  privileges  for  the  login  used  for  these  instructions  on 
the  computer  to  be  installed  on,  and  an  active  Internet  connection. 

It  is  also  assumed  that  the  computer  is  connected  to  the  Battlefield  Information 
Processing  Branch  (BIPB)  RDENet  network  and  is  able  to  access  certain  network 
locations  to  retrieve  the  AADT  databases  and  web  server  files.  If  this  is  not  the 
case,  then  the  software  can  be  acquired  from  BIPB  through  separate  means  and 
accessed  that  way. 

3.  Install  IIS 


IIS  is  the  Microsoft  Windows  application  that  allows  a  computer  to  act  as  a  web 
server.  On  most  Windows  systems,  it  is  not  installed  by  default.  These  instructions 
set  up  that  feature  so  it  is  possible  to  host  a  web  application  on  the  server. 

1)  Launch  the  control  panel  application  and  go  to  Programs->Pro grams  and 
Features->Tum  windows  features  on  or  off  (Fig.  1). 


*  "T1  E  *  Control  Panel  >  Programs.  > 


v  o 


Control  Panel  Home 

System  and  Security 

Network  and  Internet 

Hardware  and  Sound 

m 

Programs 

User  Accounts 

Appearance  and 
Personalization 

id 

Clock,  Language,  and  Region 

[Jd 

Ease  of  Access 

Fig- 1 

Programs  and  i=pati  irp^ 

Uninstall  a  program  ^^7  rn  Windows  features  on  or  off View  installed  updates 
Run  programs  made  for  previous  versions  or  windows  Howto  install  a  program 

Default  Programs 

Change  default  settings  for  media  or  devices  Make  a  file  type  always  open  in  a  specific  program 
Set  your  default  programs 

Free  Fall  Data  Protection 
Java 


Control  panel  programs  and  features 


2)  A  new  window  launches  with  a  tree  view  of  features  to  select  from  (Fig.  2). 


Approved  for  public  release;  distribution  unlimited. 


2 


Turn  Windows  features  on  or  off 


To  turn  a  feature  on,,  select  its  check  box.  To  turn  a  feature  off,  clear  its 
check  box.  A  filled  box  means  that  only  part  of  the  feature  is  turned  on. 


eSQI 
©  HQ 

□  ] 
□ 

□ 

□  ] 
0  0 

0  ] 
siQ 

□  ] 
□  ] 
□ 

0  □□ 
©  0 


.NET  Framework  T.5  (includes  .NET  2.0  and  T.0) 


.  N  ET  F  ra  m  ewo  rk  4. 6  Ad va  n  c  ed  Servi  c  es 

Active  Directory  Lightweight  Directory  Services 

Embedded  Boot  Experience 

Embedded  Logon 

Embedded  Shell  Launcher 

Hyper-V 

Internet  Explorer  11 

Internet  Information  Services 

Internet  Information  Services  Ho  stable  Web  Core 

Isolated  User  Mode 

Keyboard  Filter 

Legacy  Components 

Media  Features 


OK 


Cancel 


Fig.  2  Turn  Windows  features  on  or  off 

3)  Scroll  down  to  Internet  Information  Services.  If  the  checkbox  next  to  the 
yellow  folder  is  not  filled,  click  the  checkbox  to  fill  it.  It  should  fill  with  a 
small  black  square  indicating  a  partial  install.  Defaults  are  fine  with  one 
exception,  described  in  the  next  step. 

4)  Expand  that  folder,  then  expand  the  subfolder  World  Wide  Web  Services. 
Then  expand  Application  Development  Features.  Scroll  down  to  CGI  and 
check  that  box  (Fig.  3). 
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Windows  Features 


□ 


X 


Turn  Windows  features  on  or  off 


€> 


To  turn  a  feature  on,  select  its  check  box,  To  turn  a  feature  off,  clear  its 
check  box.  A  filled  box  means  that  only  part  of  the  feature  is  turned  on. 


□  HQ  I  ntern  et  I  nf o  rrn  ati  o  n  Servi  c  es  a 

s  □  ]  FTP  Server 
0 II  Web  Management  Tools 
El  \M\  World  Wide  Web  Services 

□  s  Application  Development  Features 
I  I  .NET  Extensibility  3.5 
□a  .NET  Extensibility  4.6 

□  Application  Initialization 

□  5  ASP 

□  ASP.NET  3.5 

□  ASP.NET  4.6 
0  CGI 

□□  I  SAP  I  Extensions 

□  I  SAP  I  Filters 

□  Server-Side  Includes 
I  I  WebSocket  Protocol 

_ EEL  Common  HTTP  Features  _ v 


OK 


Cancel 


Fig.  3  Turn  on  IIS  features 

5.  Click  on  OK  and  let  windows  install  the  features. 

4.  Install  SQL  Express 

Microsoft  SQL  Express  is  a  free  application  for  accessing  databases.  The  AADT 
IEDS  and  UAS  applications  both  use  databases  to  store  the  courses  and  the  trainee 
information  and  course  results. 

1)  Download  the  SQL  Express  2016  installer  from  Microsoft.  It  is  a  free 
application  and  download  at  this  URL: 

https://www.microsoft.com/en-us/download/details.aspx7kN52679 

2)  On  the  page,  click  on  the  Download  button. 

3)  Move  the  downloaded  file  SQLServer2016-SSEI-Expr.exe  from  the  default 
Downloads  folder  to  the  following  location  for  reinstall  and  recovery.  This 
folder  will  need  to  be  created: 

C:\Application  Installs\Microsof t  SQL  Server  Express 
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4)  From  its  new  location,  launch  the  file  SQLServer2016-SSEI-Expr.exe.  On 
the  installation  type,  select  the  Basic  installation  type  and  follow  the  wizard 
using  defaults  (Fig.  4). 


-  x 

SQL  Server  2016 

Express  Edition 


Select  an  installation  type: 


Basic 

Custom 

Download  Media 

Select  Basic  installation  type  to 

Select  Custom  installation  type 

Download  SQL  Server  setup  files 

install  the  SQL  Server  Database 

to  step  through  the  SQL  Server 

now  and  install  them  later  on  a 

Engine  feature  with  default 

installation  wizard  and  choose 

machine  of  your  choice. 

configuration. 

what  you  want  to  install.  This 
installation  type  is  detailed  and 
takes  longer  than  running  the 

Basic  install. 

SQL  Server  2016  transmits  information  about  your  installation  experience,  as  well  as  other  usage  and  performance  data,  to  Microsoft  to  help 
improve  the  product.  To  learn  more  about  SQL  Server  2016  data  processing  and  privacy  controls,  please  see  the  Privacy  Statement 

1.3.3378.1 


Fig.  4  SQL  Server  Express  installation  types 
5)  At  the  end  of  the  wizard’s  install,  click  on  the  Close  button. 

5.  Install  SQL  Server  Management  Studio 

Microsoft  SQL  Server  Management  Studio  is  a  free  application  that  allows 
administration  and  access  to  databases  running  in  Microsoft  SQL  Server. 

1)  Download  the  SQL  Server  Management  studio  installer  from  Microsoft  at 
this  URL: 

https://msdn.microsoft.com/en-us/library/mt238290.aspx 

2)  Click  on  the  link  under  Download  SQL  Server  Management  Studio 
(SSMS).  This  will  download  the  installer  for  the  application  at  its  latest 
revision. 


Approved  for  public  release;  distribution  unlimited. 


5 


3)  Move  the  downloaded  file  SSMS-Setup-ENU.exe  from  the  default 
Downloads  folder  to  the  following  location  for  reinstall  and  recovery.  The 
folder  will  need  to  be  created: 

C:\Application  Installs\Microsof t  SQL  Server  Management  Studio 

4)  From  its  new  location,  launch  the  file  SSMS-Setup-ENU.exe  and  follow  the 
wizard  for  a  default  install. 

5)  Close  the  installation  wizard  when  it  is  complete. 


6.  Install  Visual  C++  Redistributable  2012 


The  Visual  C++  Redistributable  2012  is  a  runtime  library  necessary  to  run 
applications  developed  under  the  Microsoft  .NET  Framework,  version  4.5.  The 
PHP  scripting  language  parser  that  is  installed  requires  this  redistributable  to  be  in 
place. 

1)  Download  the  Visual  C++  Redistributable  2012  from  Microsoft.  It  is  a  free 
download  at  this  URL: 

https://www.microsoft.com/en-us/download/details.aspx7kK30679 

2)  Click  on  the  Download  button,,  which  opens  a  new  page  with  choices  of 
downloads  (Fig.  5).  Check  the  boxes  next  to  both  of  the  following: 

•  VSU  4\vcredist  x64.exe 


•  VSU  4\vcredist  x86.exe 


Choose  the  download  you  want 


‘  File  Willin  ' 

Slt 

[yj  V  HU  Jftf/md  i  st_wi4 .  ece 

■5.9  MU 

j*x|  VSU  4\varedist  jeStera 

S.J  MU 

| _ | 

1.4  Mil 

Download  Summary: 

1.  VSU  ^ywredist 

2.  V5U_4,,vcredi5t_xUk.et® 


© 


NexL 


Fig.  5  Downloading  the  Visual  C++  Redistributable  2012 

3)  Then  click  Next  to  complete  the  download. 
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4)  Move  both  of  the  downloaded  files  named  above  from  the  default 
Downloads  folder  to  the  following  location  for  reinstall  and  recovery.  The 
folder  will  need  to  be  created: 

C:\Application  Installs\Microsof t  Visual  C++  Redistributable  2012 

5)  Launch  each  of  the  executables  in  turn  to  get  them  installed,  using  the 
default  settings. 

7.  Install  Web  Platform  Installer  5.0 


The  Microsoft  Web  Platform  installer  is  an  application  to  manage  smaller 
applications  needed  for  web  development  and  deployment. 

1)  Download  the  Web  Platform  Installer  from  Microsoft.  Another  free 
application  at  this  URL: 

https://www.microsoft.com/web/downloads/Dlatform.aspx 

2)  Click  on  the  Free  Download  button  to  download  the  application. 

3)  Move  the  downloaded  file  wpilauncher.exe  from  the  default  Downloads 
folder  to  the  following  location  for  reinstall  and  recovery.  The  folder  will 
need  to  be  created: 

C:\Application  Installs\Microsof t  Web  Platform  Installer 

4)  From  its  new  location  above,  launch  the  file  wpilauncher.exe.  This  is  a  fast 
install  and  it  will  run  the  Web  Platform  Installer  after  it  is  complete.  Leave 
the  window  open  for  now  as  it  will  be  used  in  the  next  section. 

8.  Install  PHP  for  IIS 


PHP  is  a  scripting  language  that  is  used  throughout  the  AADT  web  application.  A 
PHP  parser  needs  to  be  installed  into  IIS  so  that  the  application  will  run  properly. 

1)  Launch  the  Web  Platform  installer  (look  for  it  under  All  Apps  under  “W”), 
if  it  is  not  already  running  from  the  previous  section  (Fig.  6). 
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*  Web  Platform  Installer  5.0 

-  □  X 

Spotlight  Products  Applications 

□ 

□  P 
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Released 

Install 

Microsoft  Azure  SDK  for  .NET  (VS  "15"  Preview)  -  2.9.1 

5/24/2016 

Add 

* 

* 

* 
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Microsoft  Azure  SDK  for  .NET  (VS  201 5)  -  2.9.1 

Visual  Studio  Community  2015  with  Microsoft  Azure  SDK  -  2.9.1 

Microsoft  Azure  SDK  for  .NET  (VS  201 3)  -  2.9.1 

Visual  Studio  Community  2013  with  Microsoft  Azure  SDK  -  2.9.1 


5/24/2016 

5/24/2016 

5/24/2016 

5/24/2016 


0  Items  to  be  installed 


Options 


Fig.  6  Microsoft  Web  Platform  Installer  at  startup 

2)  Along  the  top,  click  on  Products.  Leave  All  highlighted  on  the  left-hand 
panel  that  now  appears  (Fig.  7). 


* 


Web  Platform  Installer  5.0 


Spotlight  Products  Applications 


J  All 

Server 
Frameworks 
Database 
;  Tools 

Windows  Azure 


£ 

* 

* 

* 


0  Items  to  be  installed 


Name 

Microsoft  Azure  PowerShell 

Microsoft  Azure  Cross-platform  Command  Line  Tools 
Microsoft  Drivers  4.0  (x86)  for  PHP  v7.0  for  SQL  Server  in  IIS 

Microsoft  Drivers  4.0  (x64)  for  PHP  v7.0  for  SQL  Server  in  IIS 

Microsoft  Drivers  4.0  (x64)  for  PHP  v7.0  for  SQL  Server  in  IISExpress 

Microsoft  Drivers  4.0  (x86)  for  PHP  v7.0  for  SQL  Server  in  IISExpress 

Visual  Studio  Express  201 5  for  Web  with  Microsoft  Azure  SDK  -  2.9.1 
Microsoft  Azure  SDK  for  .NET  (VS  201 5)  -  2.9.1 
Microsoft  Azure  SDK  for  .NET  (VS  "15"  Preview)  -  2.9.1 
Visual  Studio  Community  201 3  with  Microsoft  Azure  SDK  -  2.9.1 
Visual  Studio  Community  201 5  with  Microsoft  Azure  SDK  -  2.9.1 

Options 


php 


Released  Install 


7/11/2016 

7/7/2016 

6/30/2016 

6/30/2016 

6/30/2016 

6/30/2016 

5/24/2016 

5/24/2016 

5/24/2016 

5/24/2016 

5/24/2016 


Fig.  7  Web  Platform  Installer  at  the  Products  page 
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3)  In  the  search  window  on  the  top  right,  type  “php”  and  hit  Enter  to  initiate 
the  search. 

4)  Scroll  down  the  products  to  locate:  “Microsoft  Drivers  3.2  for  PHP  v5.6  for 
SQL  Server  in  IIS”.  Select  it,  then  click  on  the  Add  button  next  to  it 
(Fig.  8). 


*  Web  Platform  Installer  5.0 


O  Search  results  for  php 


Name 

Released 

Install 

Microsoft  Drivers  3.2  for  PHP  v5.5  for  SQL  Server  in  IIS  Express 

3/11/2015 

Add 

'*#> 

PHP  7.0.9  (x86) 

12/9/2015 

Add 

> 

Microsoft  Drivers  3.2  for  PHP  v5.6  for  SQL  Server  in  IIS 

3/11/2015 

Add 

PHP  5.6.24 

9/7/2014 

P&> 

PHP  7.0.9  (x86)  For  IIS  Express 

12/9/2015 

r 

Microsoft  Drivers  4.0  (x86)  for  PHP  v7.0  for  SQL  Server  in  IIS 

6/30/2016 

% 

Windows  Cache  Extension  2.0  (x86)  for  PHP  7.0 

10/29/2015 

mi 

Windows  Cache  Extension  2.0  (x86)  for  PHP  7.0  in  IIS  Express 

10/29/2015 

as 

Microsoft  Azure  SDK  for  PHP 

11/12/2014 

PHP  7.0.9  (x64) 

12/9/2015 

PHP  5.3.28  For  IIS  Express 

2/3/2012 

0  Items  to  be  installed 


Options 


Fig.  8  Web  Platform  Installer  search  results  for  PHP 

5)  Then  click  on  the  Install  button  at  the  bottom  of  the  window  to  install  it. 

6)  Click  on  “I  Accept”  on  the  confirmation  dialog.  Installation  will  commence. 

7)  Close  the  Web  Platform  Installer  by  clicking  Exit  after  the  installation  is 
complete. 

8)  Open  up  a  Windows  Explorer  window,  and  navigate  to  the  following  folder 
to  verify  that  PHP  was  installed  properly  to  its  default  location: 

C:\Program  Files  (x8 6 ) \PHP\v5 . 6 

9.  Verify  PHP  is  in  the  Path 

In  some  cases,  the  PHP  installation  does  not  go  cleanly.  This  procedure  verifies  that 
it  was  added  to  the  path  environment  variable  correctly. 
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1)  Launch  the  control  panel  application.  Go  to  System->System  and  Security- 
system. 


2)  Click  on  “Advanced  system  settings”  on  the  left  (Fig.  9). 


P  System 


^  ■fr  □  >  Control  Panel  >  System  and  Security  >  System 


Control  Panel  Home 


9  Device  Manager 
^  Remote  settings 
^  System  protection 
^T*Advanced  system  settings'^ 


View  basic  information  about  your  computer 

Windows  edition 

Windows  10  Enterprise 

©  2015  Microsoft  Corporation.  All  rights  reserved. 

System 

Processor 

Installed  memory  (RAM) 

System  type: 

Pen  and  Touch: 


Intel(R)  CorefTM)  i7-4900MQ  CPU  @  2.80GHz  2.80  GHz 
16.0  GB 

64-bit  Operating  System,  x64-based  processor 
Touch  Support  with  10  Touch  Points 


Computer  name,  domain,  and  workgroup  settings 


□  X 


V  Search  Control  Panel  fi 

G 


WindowslO 


Fig.  9  Control  panel  advanced  system  settings 

3)  On  the  new  window  that  pops  up,  the  “Advanced”  tab  is  selected.  Click  on 
the  “Environment  Variables. . .”  button  at  the  bottom  right  (Fig.  10). 


System  Properties 


Computer  Name  Hardware  Advanced  System  Protection  Remote 

You  must  be  logged  on  as  an  .Administrator to  make  most  of  these  changes. 
Performance 

'Visual  effects,  processor  scheduling,  memory  usage,  and  virtual  memory 

Settings... 

User  Profiles 

Desktop  settings  related  to  your  sign-in 


Settings... 

Startup  and  Recovery 

System  startup,  system  failure,  and  debugging  information 


Settings... 


OK 

Cancel 

Apply 

Fig.  10  System  Properties  Environment  Variables 
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4)  Another  window  appears.  In  the  bottom  list  scroll  down  to  “Path”,  then  click 
it  to  highlight  it.  Click  on  the  “Edit. . .”  button  (Fig.  1 1). 


En  vi  ro  n  m  ent  Va  ri  a  b  I  es  X 


User  variables  for  cschlesiger 


Variable 

Value 

AADT_PATH 

C:\Us  ers\  c  schlesig  er\Ap  p  D  ata\  Ro  a  m  i  n  g\ARL\  AADT  _l  E  D  S\ 

AWE_DIR 

C:\Program  Files  [x&6)\Awe&omium  Technologies  LLCVAwesomium... 

DNX_HOME 

%U  SE  RP  RO  F 1 L  E%\.  d  nx 

PATH 

C  U  s  ers\c  schlesig  er\.  d  nx\  b  i  n;  C  :\U  s  ers\c  s  c  h  1  es  i  g  er\  Ap  p  D  ata\  Roami... 

TEMP 

%U  SE  RP  RO  F 1 L  E  %\ Ap  p  D  ata\ Lo  c  a  l\Tem  p 

TMP 

%U  SE  RP  RO  F 1 L  E  %\  Ap  p  D  ata\  Lo  c  a  l\Tem  p 

New... 


Edit- 


Delete 


System  variables 
Variable  Value 

M  F  LT  S_RO  OT  C  :\U  s  ers\c  schlesig  er\  Docum  ents\  M  u  Iti  I  i  n  g  u  a  I  C  o  m  p  uti  n  g\  M  F  LT  S\, . . 

NUMB  ER_0  F_P  ROC  ESSO  RS  S 

OS 


nMNUUM  N  I 


C:\P  rog ra  m  Fi  I  es  (xS6)\P H P\v5. 6;  C:\P  rog  ra  m Data\Ora  d e\J ava\j ava . . 


P  RO  C  ESSO  R_ARC  H  IT  E  CT  U  RE  AM  D  64 
PROCESSOR  IDENTIFIER  Intel 64  Family  6  Model  60  Stepping  3.  Genuinelntel 


OK 


Cancel 


Fig.  11  Selecting  the  Path  environment  variable  for  editing 

5)  Look  for  the  entry  “C:\Program  Files  (x86)YPHP\v5.6”.  It  should  be  the  top 
entry.  Look  for  it  elsewhere  if  it  is  not  there.  If  it  is  not  there  at  all,  make  a 
new  entry  by  clicking  on  the  New  button,  typing  in  the  path  as  above,  and 
then  clicking  on  Move  Up  to  move  it  up  to  the  top  of  the  list  (Fig.  12). 
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Edit  environment  variabl 


C:\ P  ro  g  ra  m  iTSHTUHc  i  e\ J  a  va'\j  a  va  p  ath 
C:\Program  Files\DeN\DW  WLAN  Card 
C:\Program  Files  [xS6]\lntel\iCLS  Client\ 

C:\Program  Files\lntel\iCLS  ClientV 

C:\WIND0WS\system32 

C:\WINDOWS 

C:\WI  N  D  0  WS\Sy  stem  32\Wb  ern 

C:\WI  N  D  Q  WS\Sy  stem  32\Wi  n  d  ows  P  owerSh  el  I\v1 .0\ 

C:\Program  Files\lntel\lntel[R)  Management  Engine  Components!,... 
C:\Program  Files!!  ntel\lntel(R)  Management  Engine  Components\l... 
C:\Program  Files  [xS6)\lntel\lntel(R)  Management  Engine  Compon... 
C:\Program  Files  [x86]\Jntel\lntel[R)  Management  Engine  Compon... 
C:\Program  Files\WIDCOMM\ Bluetooth  Softwa re\ 

C:\Program  Files\WIDCOMM\ Bluetooth  Softwa re\syswow64 
C:\Program  Files\Micro soft  SQL  Server\120\DTS\Binn\ 

C:\Program  F i I es\ M i c ro s oft  SQL  Server\Client  SDICvQDBC\11(>\Tool... 
C:\Prograrn  Files  [xS6)\Micro soft  SQL  Server\120\Tools\Binn\ 
C™\Program  Files\Micro soft  SQL  Server\12D\Tools\Binn\ 

C:\P  ro  gram  F  i  I  es  [xS6)\  M  icros  oft  SQL  Server\1 20\T  o  o  I  s\  B  i  n  n\  M  a  n  a . . . 


Edit 


Browse... 


Delete 


Move  Down 


Edit  text... 


OK 


Cancel 


Fig.  12  Verifying  and  creating  a  new  path  environment  variable  entry 

6)  Click  on  OK  to  apply  the  changes  and  close  all  the  previous  windows 
until  you  return  to  the  main  Control  Panel  window. 

10.  Verify  PHP  is  working 


This  next  step  verifies  that  the  PHP  scripting  parser  has  been  installed  and  is 
working  properly. 

1)  Bring  up  a  command  prompt  (run  cmd  from  the  taskbar  search  window). 

2)  Type  “php  -v”.  This  response  should  appear: 

PHP  5.6.20  (cli)  (built:  Mar  31  2016  14:56:41) 

Copyright  ©  1997-2016  The  PHP  Group 

Zend  Engine  v2.6.0.  Copyright  ©  1998-2016  Zend  Technologies 
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3)  If  there  is  an  error  about  a  missing  dynamic-link  library  (DLL)  instead, 
make  sure  that  both  the  x86  and  the  x64  version  of  the  Visual  C++ 
Redistributable  2012  files  have  been  installed  as  per  the  previous  section. 

4)  Exit  the  command  prompt  by  closing  the  window  or  typing  “exit”. 

11.  Setup  the  Databases 

The  AADT  application  for  IEDS  and  UAS  both  require  its  own  database.  This 
section  copies  the  database  file  backups  to  the  recovery  folder  then  installs  them 
into  SQL  Server  Express. 

1)  Locate  the  backup  database  files  for  the  IEDS  and  UAS  applications.  They 
are  on  the  network  drive  at 

\\SynologyNAS\root\public\cschlesiger\AADT  Web  Setup\Databases 

If  this  is  a  reinstall,  then  they  are  located  in  the  following  folder: 

C:\Application  Installs\AADT  Databases 

There  should  be  2  files: 

.  AADT-IED-022420 1 6.bak 

.  AADT-UAS-022420 1 6.bak 

2)  Copy  these  files  to  the  folder  recovery  folder  if  they  are  not  already  there. 
This  folder  will  need  to  be  created: 

C:\Application  Installs\AADT  Databases 

3)  Launch  Microsoft  SQL  Server  Management  Studio.  This  application  is 
located  on  the  Start  Menu  under  the  All  appsMVficrosoft  SQL  Server  2016 
folder. 

4)  At  the  login  prompt,  the  default  server  name  is  display  and  it  should  be  in 
the  form:  <computer>\SQLEXPRESS  where  <computer>  is  the  computer 
name.  Click  on  Connect  (Fig.  13). 
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gU  Connect  to  Server 


X 


SQL  Server 


Server  type: 
Server  name: 
Authentication: 

Username: 


CIIB-I  DVR  NNcschlesiger 


□  Remember  f 


Fig.  13  Connect  to  SQL  Server  Express 

5)  On  the  left  pane,  expand  the  top-level  tree  and  locate  the  Databases  folder. 
Right  click  and,  on  the  context  menu,  select  “Restore  Database. . .”  (Fig.  14). 

1^5  Microsoft  SQL  Server  Management  Studio 

File  Edit  View  Debug  Tools  Window  Help 

’  19  *  ’ml  uf-  New  Query  iTl  "DTfr  i"T}i  tf? 


Object  Explorer 
Connect w  m 


▼  Jf  X 


0 


□  BILTCS4  (SQL  Server  13.0.1601.5  -  CIIB- 
|+)  C3  ^ - 

0  C3  Seci  New  Database... 

0  C2  Serv 

0  £2  Rep  I 


Attach,.. 


0  CM  Poly 
0  l2  Alw; 
ED  £□  Mar 
0  L_J  Intei 
SQL 


Restore  Database.. 


Restore  Files  and  Filegroups.. 

Deploy  Data-tier  Application 
Import  Data-tier  Application, 

Start  PowerShell 

Reports 

Refresh 


Fig.  14  SQL  Server  Management  Studio  Database  Restore  context  menu 
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6)  On  the  new  window  that  appears,  on  the  main  pane  change  Source  to 
“Device”.  Then  click  on  the  button  with  the  ellipsis  to  the  right  of  the 
blank  Device  selection  (Fig.  15). 


T ■■■•■  Restore  Database  -  —  □  X 


restored. 

1 XS  Script  -  m  Help 

Source 
O  Database: 


Database: 

Destination 

Database: 

Restore  to: 

Restore  plan 
Backup  sets  to  restore: 


Connection 

££  BILTCS4 

[CIIB-IDVRN\cschlesiger] 

View  connection  properties 

Progress 

Ready 


Restore  Name  Component  Type  Server  Database  Position  First  LSN  Last  LSN  Checkpoint  LSN  Full  L‘ 


Ct  No  backupset  selected  to  be 

Select  a  page 

^  General 
^  Files 
Options 


OK 


Cancel 


Help 


Fig.  15  Restore  database  Device  selection 

7)  On  this  next  window,  leave  Backup  media  type  as  “File”.  Click  on  the  Add 
button  (Fig.  16). 
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Select  backup  devices 


□ 


Specify  the  backup  media  and  its  location  for  your  restore  operation. 


OK 


Cancel 


Help 


Fig.  16  Restore  database  select  backup  devices  window 

8)  This  opens  up  another  window  titled  “Locate  Backup  File”.  Navigate  to  the 
following  folder: 

C:\Application  Installs\AADT  Databases 

Select  the  folder  and  select  the  first  file  AADT_IED_02242016.bak.  Then 
click  OK. 

9)  The  “Select  backup  devices”  window  should  show  the  database  file  location 
in  the  main  window  under  “Backup  media”.  Click  on  OK. 

10)  This  returns  the  user  to  the  “Restore  Database”  window  (Fig.  17). 
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tf1  Ready 


Select  a  page 

'4*  General 
^  files 
^  Options 


Id  BILTCS4 

[C 1 1  B-l  D  VR  N Ncschlesiger] 


View  connection  properties 

Progress 

Done 


0 


Script  -  Help 


Source 

O  Database: 

(•)  Device: 

Database: 


C:\Application  InstallsNAADT  Databases\AADT-IED-02242016.bak 


□ 


AADT l  ED G  U I  D 0224201 6 ARL 


Destination 


Database: 
Restore  to: 


AADT I  ED G  U I  D 022420 1 6 AR  L 


The  last  backup  taken  (Thursday.  February  25. 2016  2:58:47  AM) 


Restore  plan 
Backup  sets  to  restore: 


Restore  Name  Component  Type  Server  Database  Position  First  12 

[gf J  Database  Full  DEFIANTvSQLEXPRESS  AADT_IED_GUID_02242016_ARL  1  2990C 


Verify  Backup  Media 


OK 


Cancel 


Help 


Fig.  17  Restore  Database  with  database  selected 

1 1)  On  the  left  pane,  navigate  to  the  “Files”  page  where  it  says  “Select  a  page”. 

12)  On  the  main  pane,  check  the  box  that  says  “Relocate  all  files  to  folder” 
(Fig.  18). 


Approved  for  public  release;  distribution  unlimited. 


1  Restore  Database  -  AADT_IED_GUID_02242016_ARL 

- 

□ 

f$'  Ready 

Select  a  page 


Script  -  Help 


Restore  database  files  as 


| C:\Program  FilesXMicrosoft  SQLServer\MSSQL12.MSSQLSERVER\MSSG| 


Log  file  folder :  |C:\Program  FilesXMicrosoft  SQLServer\MSSQL12.MSSQLSERVER\MSSC| 


□ 

□ 


Logical  Rle  Name 

file  Type 

Original  Rle  Name 

Restore  As 

AADTJED.GUID 

!  Rows  Data 

C  :\Development\Projects\AADT. . . 

C:\Program  Files\Microsoft  SQL . 

AADT_IED_GU... 

Log 

C:\Development\Projects\AADT. . . 

C:\Program  FilesXMicrosoft  SQL . J 

Connection 

BILTCS4 

[C 1 1  B-l  D  VR  NXcschlesiger] 

View  connection  DroDerties 

Progress 

0  Done 

Help 


Fig.  18  Restore  database  Files  page  with  relocation  box  checked 

13)  Click  on  OK  to  begin  the  restore  process. 

14)  Repeat  steps  5-13  for  the  AADT_UAS_0224201 6. bak  database. 

15)  Verify  that  the  2  new  databases  appear  in  the  left  pane  “Object  Explorer” 
under  the  “Databases”  folder.  One  may  have  to  click  on  the  Refresh  button 
to  see  them  (Fig.  19). 
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Microsoft  SQL  Server  Management  Studio 


File  Edit  View  Debug  Tools  Window  Help 


^  iQ  ^  ~  liP  New  Query  Qj  ^ 


Object  Explorer 


▼  ^  X 


Connect  ”  ^  C/  ^ 


□l^lBITBCSXSQLEXPRESS  (SQL  Server  13.0.1601  -  CIIB-I 


□  Eji  Databases 


El  Cd  System  Databases 
E  (|  AADT_I  E  D_G  U I  D_0224201 6_ARL 
E)  J  AADT_U A5_G  U I  D_0224201 6_ARL 
El  El  Security 
EE)  E3  Server  Objects 
E)  d  Replication 
(+)  CA  Management 


Fig.  19  Databases  installed  into  SQL  Server  Express,  displayed  with  Management  Studio 


12.  Setup  IIS  Access  to  the  Databases 

IIS  runs  under  a  dedicated  user  account.  It  is  necessary  to  grant  access  to  the 
databases  for  this  account.  This  is  a  security  feature  for  IIS  to  prevent  unauthorized 
access  on  the  server  hosting  the  web  application. 

1)  Launch  Microsoft  SQL  Server  Management  Studio  and  connect  as  before 
if  it  is  not  already  open. 

2)  On  the  left  pane  “Object  Explorer”,  expand  the  tree  on  the  “Security”  folder. 

3)  Expand  the  tree  under  the  “Logins”  folder. 

4)  Right  click  on  the  “Logins”  folder  and  on  the  context  menu  that  appears 
select  “New  Login. . .”  (Fig.  20). 
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I  1-1: 1  &  1%  1-4  ^ 


Microsoft  SQL  Server  Management  Studio 
File  Edit  View  Debug  Tools.  Window 

¥3-  -  &  J* !  n™qU( 


Object  Explorer 
Connect T  U 


»  <f  X 


Y  &  £ 


0  BILTCS4 (SQLServer  13.0.1601.5- CIIB-| 
EE)  E3  Databases 
B  lJI  Security 

Bd[ 

A  ## 


4** 

A  Cll 
A  Cll 
A  cil 
4  cn 
4  cn 


New  Login,,, 
Filter 


Start  PowerShell 


Reports 


Refresh 


Fig.  20  Creating  a  new  Login  for  SQL  Server  Express 


5)  On  the  main  pane  at  the  top  is  a  “Login  name:”  field,  which  is  blank.  To  the 
right  of  that,  click  the  “Search. . .”  button  (Fig.  21). 


W  Login  -  New 


ect  a  page 

General 
Server  Roles 
User  Mapping 
Securables 
Status 


Connection 


Server: 

BILTCS4 


Progress 


Ready 


□  X 


Connection: 

CIIB-I  DVR  N\cschlesiger 
jS  Mew  connection  properties 


53  Script  ^  j|§]  Help 


Login  name:  | 

®  Windows  authentication 
O  SQL  Server  authentication 

Password: 

Confirm  password: 

Specify  old  password 
Old  password: 

fy7]  Enforce  password  policy 
0  Enforce  password  expiration 
0  User  must  change  password  at  next  login 

O  Mapped  to  certificate 
O  Mapped  to  asymmetric  key 
I  I  Map  to  Credential 
Mapped  Credentials 


Search 


Default  database: 
Default  language: 


Credential 


Provider 


master 


<default> 


QK 


Cancel 


Fig.  21  New  Login  creation  window  in  SQL  Server  Management  Studio 
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6)  On  the  new  window  that  appears,  type  “IUSR”  in  the  box  “Enter  the  object 
name  to  select”.  Then  click  on  the  “Check  Names”  button  (Fig.  22).  The 
“IUSR”  in  the  box  should  become  underlined.  Click  on  OK  to  close  this 
window. 


Select  User  or  Group 


Select  this  object  type: 


User  or  Built-in  security  principal 

Object  Types... 

From  this  location: 

BILTCS4 

Locations... 

Enter  the  object  name  to  select  (examples): 

IUSR 

£  Check  Names  j 

Advanced... 

OK 

Cancel 

Fig.  22  Searching  for  a  Windows  Authenticated  User 


7)  The  “Login  name:”  field  on  the  “Login  -  New”  window  should  now  be 
filled  with  “NT  AUTHORITYMUSR”  (Fig.  23). 


§  Login  -  New 


Selects  page 

_ ^  General 
Server  Roles 
jlf  User  Mapping 
Securables 
Status 


^3  Script 


L  J  Help 


Login  name: 

®  Windows  authentication 
O  SQL  Server  authentication 

Password: 


NT  AUTHORITY'..! US R 


Search.. 


Fig.  23  New  Login  name  filled 


8)  Click  on  OK  to  close  the  window  and  create  the  user. 

9)  Return  to  the  Object  Explorer  in  the  left-hand  pane  and  refresh  the  tree 
under  “Logins”. 

10)  Locate  the  new  user  NT  AUTHORITYMUSR  and  select  it.  Right-click  and 
select  “Properties”  on  the  context  menu  that  appears  (Fig.  24). 
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Fig.  24  Editing  properties  of  the  NT  AUTHORITYMUSR  login 

11)  The  window  that  appears  will  look  identical  to  the  New  Login  window,  but 
instead  this  is  editing  the  properties  of  the  currently  selected  user. 

12)  At  the  bottom  of  the  main  pane  is  a  field  “Default  database:”  Click  on  the 
drop-down  menu  and  change  it  from  “master”  to  the  following  (Fig.  25): 

“AADT_IED_GUID_022420 1 6ARL”. 
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OK 


Cancel 


Fig.  25  Setting  the  default  database  for  the  login 

13)  On  the  left  pane,  navigate  to  the  “User  Mapping”  page. 

14)  On  the  main  pane,  under  the  top  list  titled  “Users  mapped  to  this  login:” 
select  the  row  with  “AADT_IED_GUID_02242016_ARL”  and  check  the 
box. 

15)  On  the  bottom  list  titled  “Database  role  membership  for:”  the  title  should 
now  be  followed  by  “AADT_IED_GUID_02242016_ARL”.  In  the  list  box, 
check  the  boxes  next  to  the  following: 

.  dbdatareader 

.  dbdatawriter 

.  The  checkbox  next  to  “public”  should  already  be  checked  (Fig.  26). 
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Fig.  26  Setting  permissions  for  the  AADT  IED  database  for  IUSR 

16)  Repeat  steps  14-15  for  “AADT_UAS_GUID_02242016_ARL”. 

17)  Click  on  OK  for  the  “Login  Properties”  window  to  apply  the  changes. 

18)  Exit  SQL  Server  Management  Studio. 

13.  Verify  PHP  Configuration  in  IIS 

The  PHP  parser  should  have  installed  itself  correctly  into  IIS.  However,  there  is  a 
possibility  that  some  manual  configuration  is  necessary.  This  section  describes  how 
to  check  the  installation  and  correct  the  configuration  if  necessary. 

1)  Open  the  control  panel  if  it  is  not  already  open.  Navigate  to  System  and 
Security-> Administrative  Tools  (Fig.  27). 
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Fig.  27  Control  panel  Administrative  Tools 


1)  A  new  window  opens  with  the  title  “Administrative  Tools”.  On  the  right 
pane  of  the  Administrative  Tools  window,  locate  “Internet  Information 
Services  (IIS)  Manager”  and  double-click  it  (Fig.  28). 
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Internet  Information  Services  (IIS)  Manager  enables  you  to  configure,  j 
control,  and  troubleshoot  IIS  and  ASP.NET. 
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Fig.  28  Administrative  Tools  location  of  IIS  Manager 
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3)  This  opens  the  IIS  Manager. 

4)  On  the  left  pane  “Connections”,  the  top-level  tree  item  should  be  selected 
which  is  the  computer  name.  In  the  middle  pane  are  icons  for  configuration. 
This  is  the  main  Home  panel. 


5)  Locate  the  “Handler  Mappings”  icon  and  double  click  it  (Fig.  29). 


Fig.  29  IIS  Manager 

6)  Look  for  the  mapping  “PHP  via  FastCGI”  under  “Enabled”.  If  it  is  not 
there,  follow  the  next  steps  (Fig.  30).  If  it  is,  skip  to  step  10. 
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Fig.  30  IIS  Manager  Handler  Mappings 

7)  On  the  right  pane  under  “Actions”,  click  on  Add  Module  Mapping 
(Fig.  30).  In  the  new  window  that  appears,  fill  it  in  as  follows  (Fig.  31): 

•  Request  path:  *.php 

•  Module:  FastCgiModule 

•  Executable  (optional):  C:\Program  Files  (x86)\PHP\v5.6\php- 
cgi.exe 

.  Name:  PHP  via  FastCGI 


Add  Module  Mapping  ?  X 


Request  path: 
*.php 


Example::  *.basr  wsvc.axd 
Module: 


|FastCgiModule 

v| 

Executable  [optional]:: 
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Request  Restrictions... 


OK 


Cancel 


Fig.  31  Add  Module  Mapping  information  for  PHPviaFastCGI 
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8)  Click  on  OK 


9)  A  confirmation  dialog  window  will  appear  asking  to  create  a  FastCGI 
application  for  this  executable.  Click  Yes. 

10)  In  the  left  pane,  click  on  the  top-level  tree  (the  computer  name)  to  return  to 
the  Home  page  and  the  series  of  icons  in  step  3. 


1 1)  Locate  the  icon  for  “Default  Document”  and  double-click  it  (Fig.  32). 


Fig.  32  Internet  Information  Services  Manager  Default  Document 

12)  Verify  that  the  following  2  are  in  the  list: 

•  default.php 

•  index. php 

13)  If  they  are  not,  click  on  Add...  in  the  right-hand  pane  under  “Actions” 
(Fig.  33)  and  add  each  of  these  in  turn. 

14)  Leave  the  IIS  Manager  open  for  the  next  sections. 
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Fig.  33  Adding  new  Default  Documents 


14.  Copy  the  IED  and  UAS  Web  Site  Files 

Now  it  is  time  to  copy  over  the  web  site  files  to  the  server.  In  this  section,  2  copies 
of  the  website  files  are  made.  One  for  use  and  one  for  reinstall  and  recovery. 

1)  Locate  the  web  service  folders  for  the  IEDS  and  UAS  applications.  They 
are  on  the  network  drive  at 

\\SynologyNAS\root\public\cschlesiger\AADT  Web  Setup 

There  should  be  2  subfolders  within  this  folder: 

.  ied 
•  uas 

2)  Copy  these  folders  to  the  following  location,  creating  the  destination  as 
necessary: 

C:\Application  Installs\AADT  Web  Services 
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3)  This  step  creates  the  actual  working  web  site  folders.  Copy  again  the  2 
folders  “ied”  and  “uas”  from  Step  2  from  the  folder 

C:\Application  Installs\AADT  Web  Services 

to  the  following  folder,  creating  it  as  needed: 

C : \inetpub\wwwroot\aadt 


15.  Add  the  IEDS  and  UAS  Websites 


This  section  configures  IIS  to  serve  up  the  2  websites  and  is  the  final  step  to 
installing  the  IEDS  and  UAS  applications. 

1)  In  the  IIS  Manager  Window,  in  the  left  pane  “Connections”  expand  the  tree 
to  “Sites”  then  “Default  Web  Site”. 

2)  Right-click  on  “Default  Web  Site”,  on  the  context  menu  select  “Add  Virtual 
Directory...”  (Fig.  34) 
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Fig.  34  Creating  a  Virtual  Directory  for  the  Default  Web  Site 
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3)  In  the  “Add  Virtual  Directory”  window  that  appears,  set  the  fields  as  follows 
(Fig.  35): 

•  Alias:  aadt 

•  Physical  path:  C:\inetpub\wwwroot\aadt 

4)  Click  on  OK. 
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Cancel 


Fig.  35  Adding  a  Virtual  Directory  for  aadt 

5)  The  tree  in  the  left  pane  should  now  show  “aadt”  under  “Default  Web  Site”. 
When  one  expands  the  tree  under  that,  the  2  folders  “ied”  and  “uas”  are 
shown.  But  they  need  to  be  converted  to  Virtual  Directories  also. 

6)  Select  “aadt”  in  the  tree — this  is  important — then  right-click  and  on  the 
context  menu  and  select  “Add  Virtual  Directory. . .”  (Fig.  36). 
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Fig.  36  Adding  Virtual  Directories  under  aadt 


7)  In  the  “Add  Virtual  Directory”  window  that  appears,  set 

.  Alias:  ied 

•  Physical  path:  C:\inetpub\wwwroot\aadt\ied 

8)  Click  on  OK. 

9)  Repeat  steps  6-8,  making  sure  the  folder  “aadt”  is  selected  in  the  tree  and 
set  the  second  Virtual  Directory  as  follows: 

•  Alias:  uas 

•  Physical  path:  C:\inetpub\wwwroot\aadt\uas 

10)  The  icons  in  the  tree  in  the  left-hand  pane  for  “ied”  and  “uas”  should  have 
changed  from  plain  yellow  folders  to  yellow  folders  with  a  little  arrow  in 
the  bottom-left  comer  (Fig.  37). 
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Fig.  37  Complete  Virtual  Directories  for  IEDS  and  UAS  websites 
11)  Close  IIS  Manager  and  Administrative  Tools. 

16.  Verify  the  Web  Sites 

Now  the  web  applications  can  be  tested  and  run. 

1)  Launch  a  web  browser.  The  following  browsers  have  all  been  tested  to  run 
the  application:  Microsoft  Edge,  Microsoft  Internet  Explorer,  Google 
Chrome,  and  Mozilla  Firefox. 

2)  To  launch  the  IEDS  web  application,  type  the  following  address  in: 

http://localhost/aadt/ied 

3)  Confirm  that  the  website  launches  and  that  the  user  can  login  as  a  guest  and 
see  the  training  course  (Fig.  38). 
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An  ANOMALY  is  defined  as  something  that  appears  out-of-place,  different,  or  suspicious.  Warfighters  may  use 
anomaly  detection  as  a  technique  to  help  locate  targets  or  areas  with  characteristics  that  are  different  from  the 
surroundings.  The  objects  and  areas  that  are  considered  out-of-place,  different,  or  suspicious  are  then 
considered  by  the  observer  to  be  anomalous.  Objects  and  areas  may  also  be  considered  anomalies  due  to  the 
task  being  performed.  Even  normal  objects  and  areas  in  a  scene  can  be  considered  anomalies  when  linked  with 
other  indicators.  They  can  become  cues  to  potentially  finding  the  targets.  Anomalies  can  be  created  by  changes 
in  an  image  or  changes  in  scene  features  and  these  changes  can  become  cues  to  locating  the  targets. 

The  Applied  Anomaly  Detection  Tool:  IED  Signatures  (AADT-IEDS)  is  a  prototype  software- based  tool  that 
can  be  used  to  aid  in  the  training  of  Warfighters  in  locating  lEDs,  indicators,  and  other  anomalies  in  a  scene. 


To  begin,  select  one  of  the  options  below: 

Login  as  a  Guest  user  Login  as  a  Trainee 

NOTE:  Progress  information  is  not  tracked  for  "Guest"  users. 


Login  as  Trainer 


UNCLASSIFIED//FOR  OFFICIAL  USE  ONLY 


Fig.  38  The  AADT  IEDS  web  application  start  up  screen  in  a  web  browser 

4)  Repeat  with  the  address  for  the  UAS  application  (Fig.  39): 
http://localhost/aadt/uas 
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Welcome  to  the  Applied  Anomaly  Detection  Tool  for  Unmanned  Aircraft  Systems 

AADT-UAS  includes  information  that  may  be  used  in  the  training  process.  Basic  information  and  imagery  is 
presented  to  offer  additional  views  of  various  UAS.  This  initial  version  of  AADT-UAS  can  be  used  standalone  or 
with  additional  material. 

Additional  version  of  AADT-UAS  will  provide  more  information  and  include  additional  features. 


/ - \ 

The  Applied  Anomaly  Detection  Tool  for  Unmanned  Aircraft  Systems  (AADT-UAS)  was  developed  by  the  U.S.  Army  Research  Laboratory. 
Distribution  is  authorized  to  the  U.S.  Department  of  Defense;  critical  technology  (January  201 5). 

Removal  of  the  RDECOM  or  ARL  logo  from  the  software  or  any  AADT-UAS  generated  graphic  files  is  prohibited. 

Please  review  the  manual  included  in  the  distribution  for  general  instructions  on  using  AADT-UAS. 

For  questions,  comments,  and  software  requests,  please  call: 

ARL  AADT  Team 

301-394-0210 


To  begin,  select  the  option  below: 

Login 


Login  as  Trainer 
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Fig.  39  The  AADT  UAS  web  application  startup  screen  in  a  web  browser 


17.  Allow  Network  Access 


The  final  step  is  to  allow  other  computers  to  have  access  to  this  website.  To  do  this, 
the  computer  needs  to  be  discoverable  on  the  network.  Before  proceeding  through 
this  section,  confirm  with  the  network  administrator  that  changing  this  setting  is 
permitted. 

1)  Open  up  the  control  panel  and  then  go  to  Network  and  Intemet->Network 
and  Sharing  Center  (Fig.  40). 
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Internet  Options 
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Delete  browsing  history  and  cookies 
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Fig.  40  Control  panel  navigating  to  the  Network  and  Sharing  Center 

2)  On  the  left-hand  pane,  click  on  “Change  advanced  sharing  settings” 
(Fig.  41). 


^  Network  and  Sharing  Center 
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Control  Panel  Home 
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Troubleshoot  problems 

Diagnose  and  repair  network  problems,  or  get  troubleshooting  information. 


Fig.  41  Control  Panel  Network  and  Sharing  Center 

3)  On  the  next  window  that  appears,  change  the  radio  button  to  “Turn  on 
network  discovery”  (Fig.  42). 

4)  Click  on  Save  changes. 
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'f*  >  Control  Panel  >  Network  and  Internet  >  Network  and  Sharing  Center  >  Advanced  sharing  settings 


v  O  Search  Control  Panel 


P 


Change  sharing  options  for  different  network  profiles 

Windows  creates  a  separate  network  profile  for  each  network  you  use.  You  can  choose  specific  options  for 
each  profile. 


Guest  or  Public  (current  profile) 
Network  discovery 


Private 


© 
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When  network  discovery  is  on,  this  computer  can  see  other  network  computers  and  devices  and  is 


File  and  printer  sharing 


When  file  and  printer  sharing  is  on,  files  and  printers  that  you  have  shared  from  this  computer  can 


be  accessed  by  people  on  the  network. 


(5)  Turn  on  file  and  printer  sharing 
O  Turn  off  file  and  printer  sharing 


All  Networks 


Domain 
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Fig.  42  Turning  on  network  discovery  so  the  server  is  visible 

5)  Close  the  control  panel. 

18.  Final  Step 

To  complete  the  installation,  it  is  recommended  that  the  server  be  restarted. 

19.  Conclusion 


This  report  describes  all  the  steps  required  to  install  and  configure  a  new  Windows 
server  to  run  the  AADT  for  2  applications:  IEDS  and  UAS.  At  the  end  of  the 
process,  the  Windows  server  is  ready  to  receive  connections  from  a  trainer  to 
configure  a  course,  and  then  from  trainees  to  take  that  course.  Instructions  and 
manuals  to  use  the  AADT  software  itself  are  not  covered  in  this  document,  but  can 
be  found  elsewhere.2,3 
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